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Network labs
A right, not a privilege

Public use

Change management and validationEducation and Learning
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Network labs
How do we typically run labs today?

Public use

Pic from https://www.reddit.com/r/networking/comments/g5fb23/eveng_lab_strage_packet_loss/
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Containerlab
Bringing declarativeness to network labs

Public use

name: mylab

topology:
  nodes:
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  links:
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Containerlab networking
...is based on container networking

Public use
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Why Containerlab
If we have lab emulaBon tools already?

Public use

Network emulation SW Containerlab

Purpose built & proven

Free versions available

U
I
VM-centric
weak containers support

Heavy and semi-open

U
I

First class support for containerized NOSes

Fewer Network OSes supported

No UI

Transparent datapath 

Git friendly & be.er image sharing and handling

Repeatable lab builds and CI friendly

Small footprint, open, free and fast
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Supported NOSes

Public use

Cumulus VX Ixia-c-one

SONiC VS
FRR

 Container-based NOS 
  VM-based NOS

SR Linux
SROS

cEOS
vEOS

cRPD
vMX
vQFX
vSRX
vJunos-switch
vJunosEvolved

XRd
XRv9k
XRv
CSR1000v
Nexus 9000v
8000
FTDv FTOSv

RouterOS

OcNOS

PAN

Cloudguard

ArubaOS-CX

OpenBSD

FortiGateVM64
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Containerlab node types
Virtual machines in a container package

§ Traditional Network OS packaged 
as a VM

§ Integrated with containerlab 
through vrnetlab open-source 
project

§ Onboard existing VM-based NOSes

Public use

https://github.com/hellt/vrnetlab
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Container images
That should be easy to get … right ?

Public use

• Containerlab doesn’t provide images

• Reach out to your favorite NOS vendor

• This can be the longest step in the process of 
deploying a lab …

• … but it doesn’t have to be !
• Some vendors provide public and license-free images – e.g. SR Linux from Nokia 😉

github.com/nokia/srlinux-container-image/pkgs/container/srlinux
$ docker pull ghcr.io/nokia/srlinux:24.3.1

https://github.com/nokia/srlinux-container-image/pkgs/container/srlinux
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Containerlab node types
Regular container images

§ All available container images
§ Emulating clients
§ Hundreds of network-focused 

software
§ Telemetry, logging stacks
§ Peering software
§ Flow collectors
§ etc

Public use
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Up for an adventure ?
Basic workflow on Containerlab

Public use

Install
docker

containerlab

Get .clab file
Create a lab

Clone existing lab

Deploy a lab

Interact w/ a lab
Login to devices

Modify configuration
Inspect running labs

Save a lab
Save running configs

Push lab files to a repo
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PROVIDER’S CORE

ISIS + LDP

VPLS 1

Learn by doing
Basic service provider topology

Public use

CE1 CE2

R3 
(RR)

R1 R2

iBGP iBGP
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Installa@on
Just a single command

Public use

Refer to docs for other 
installation options: 
https://containerlab.dev/install/

https://containerlab.dev/install/
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Building a service provider lab
Adding a Nokia SR OS node

Public use

topology definition logical view

name: vpls

topology:
  nodes:
    r1:
      kind: vr-nokia_sros
      image: vrnetlab/vr-sros:23.3.R2
      license: license.key
      startup-config: r1.base.cfg

r1
(Nokia SR OS)

vpls.clab.yml
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Building a service provider lab
Adding a Juniper VMX node

Public use

topology definition logical view

name: vpls

topology:
  nodes:
    r1: {…}

    r2:
      kind: vr-juniper_vmx
      image: vrnetlab/vr-vmx:20.4R1.12

r1
(Nokia SR OS)

vpls.clab.yml

r2
(Juniper vMX)
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Building a service provider lab
Adding CE nodes

Public use

topology definition logical view

name: vpls

topology:
  nodes:
    r1: {…}
    r2: {…}
    r3: {…}
   ce1: {…}

    ce2:
      kind: linux
      image: ghcr.io/hellt/network-multitool

vpls.clab.yml

r1
(Nokia SR OS)

r2
(Juniper vMX)

r3
(Nokia SR OS)

ce1
(Linux host)

ce2
(Linux host)
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Building a service provider lab
Adding links

Public use

topology definition logical view

name: vpls

topology:
  nodes:
    r1: {…}
    r2: {…}
    r3: {…}
    ce1: {…}
    ce2: {…}

links:
    - endpoints: [“r1:eth1", “r2:eth1"]
    - endpoints: [“r1:eth2", “r3:eth1"]
    - endpoints: [“r2:eth2", “r3:eth2"]
    - endpoints: [“ce1:eth1",“r1:eth3"]
    - endpoints: [“ce2:eth1",“r2:eth3"]

vpls.clab.yml

eth1 eth1

* Management links are not shown

r2
(Juniper vMX)

r3
(Nokia SR OS)

ce1
(Linux host)

ce2
(Linux host)

r1
(Nokia SR OS)
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Building a service provider lab
Deployment

Public use
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Building a service provider lab
Connecting to the nodes

Public use

SSH

ssh admin@clab-vpls-r1

admin@clab-vpls-r1's password:

[/]
A:admin@r1#

Docker exec

docker exec –it clab-vpls-ce1 bash

bash-5.0#>
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What’s next ?

Public use

§ Basic VPLS configuration
§ Interface
§ BGP
§ VPLS
§ Control & data plane walkthrough r2

(Juniper vMX)

r3
(Nokia SR OS)

ce1
(Linux host)

ce2
(Linux host)

r1
(Nokia SR OS)
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Lab
A to Z explana>on

Public use

VPLS Lab

https://containerlab.dev/lab-examples/bgp-vpls-nok-jun/
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Other labs for the community

Public use

SR Linux Telemetry Multivendor EVPN

Segment routing

srl-labs/nokia-segment-routing-lab srl-labs/srl-elk-lab

srl-labs/srl-telemetry-lab srl-labs/multivendor-evpn-lab

ELK Logging

https://github.com/srl-labs/nokia-segment-routing-lab
https://github.com/srl-labs/srl-elk-lab
https://github.com/srl-labs/srl-telemetry-lab
https://github.com/srl-labs/nokia-evpn-lab
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Traffic capture
Pcapng or it didn’t happen

Public use

ssh $clab_host "ip netns exec $container tcpdump -
U -nni e1-1 -w -" | wireshark -k -i -

Command to capture at point #1
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Traffic capture with EdgeShark
Capturing traffic from the comfort of a web UI

Public use

§ EdgeShark provides visibility on 
the communication in-between
containers as well as with the 
outside world

§ Coupled with Containerlab, it’s a 
powerful tool to easily inspect
traffic

§ Try it – it just works!
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Link impairment
Ain’t no network reliable enough

Public use

• Delay & jitter

• Packet loss

• Rate limiting
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Recent Features
Last 12 months of development

Public use

§ Jan ’23 – Added DNS options for containers (servers, search paths etc.).
§ Mar ‘23 – Remote start-up configs from HTTP/S server, Link MTU configurable.
§ Apr ‘23 – Partial SR OS start-up configs, embedded SROS configurations.
§ May ‘23 – Environnent variable support in topology file, mgmt IP range configurable.
§ July ‘23 – MACVLAN Interfaces, Mermaid diagrams, override bind mounts.
§ Aug ‘23 – Link Impairments, External CA.
§ Sep ‘23 – Suppress startup config option.
§ Oct ‘23 – Limited Apple M1/M2 support, Remote Labs, SSH Config file per-lab.
§ Dec ‘23 – Healthchecks.
§ Feb ‘24 – Stages, Edgeshark integration.
§ Mar ‘24 – Enhancements to stages, Draw.io diagram generator.
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Containerlab
Community feedbacks

Public use
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Containerlab
Try it, join the community

Public use

containerlab.dev

Discord server
Containerlab repo

github.com/srl-labs/containerlab

Nokia lab topologies
github.com/srl-labs/

To be con@nued…

https://containerlab.dev/
https://discord.gg/vAyddtaEV9
https://github.com/srl-labs/containerlab
https://github.com/srl-labs/containerlab
https://github.com/srl-labs/



